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2026 state of the threat landscape ...

= Geopolitical landscape continues to drive nation

! ()
state or state Sponsored th reat actor act|v|ty L.E:\S,_. 79 A’ of security professionals* in Energy sector are
&l Le expressing concern about Al-powered phishing?!

= Cybercriminals are using Al tools including
Generative Al tools.

= Social Engineering via Al generated Deepfakes

will deploy Al driven operators in control rooms, reducing human
error risks, but increasing cyber security vulnerabilities?

= Ransomware — scaled up by Al.

%
,ob 40 O of power and utility chief information officers (CIOs)
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= Supply chain attacks — third parties exploited.

= Convergence of IT and OT Security — disrupting

operation.
S 5 ° 9 m average cost of a data breach in the energy sector
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https://theenergyst.com/uk-energy-sectors-response-to-mounting-cyber-and-ai-driven-threats/#:%7E:text=A%20new%20report%2C%20Cyber%20Security%20in%20Energy%3A%202025,up%20infrastructure%20investment%20to%20support%20net%20zero%20goals.
https://www.gartner.com/en/newsroom/press-releases/2025-01-15-gartner-predicts-ai-adoption-in-40-percent-of-power-and-utilities-control-rooms-by-2027
https://www.techradar.com/pro/fortifying-the-uks-energy-sector-the-cybersecurity-imperative-in-an-ai-driven-future

The energy sector is attracting sophisticated cyber attacks
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Danish energy sector hit by a wave
of coordinated cyberattacks

A month after ‘malicious’
cyberattack, a small Colorado
utility still doesn’t have all systems

NEWS > ENERGY AND CLIMATE

Europe’s grid is under a

The Danish energy sector has suffered what is believed to be the most extensive
cyberattack in Danish history, according to SektorCERT.

cyberattack deluge, industry
warns

Cyberattacks against the energy sector have spiked. The se £ POWER FAILURE
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up, chief officials say.
Researchers say new attack could take
down the European power grid
Hackers stole data from mU|tiP|e electric utilities in Power grid in Central Europe uses unencrypted radio signals to add and shed loads.
recent ransomware attack 2320251200 | @ 63 R s O\ T «Wager gy 00|

B e e Southern Water Notifies Customers and E'mployees of
Data Breach

ENERGYWIRE

Water uti_lity hac_k poses
"",Y'?’ grid warning Federal investigators confirm multiple US water utilities

0 | : meul [ i hit by hackers
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A first-of-its-kind cyberattack on a water treatment
facility in Florida is now ringing alarm bells for
U.S. electric utilities — many of which face the
same uphill battles to defend themselves against

hackers, experts say.
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Impactful numbers

20% 326 54%

Decrease in customer retention Average days to return to Incidents attributed to phishing
after cyber incident normality after ransomware

32% out-of-date software and poor
8.6% lower valuation 21 days full operational shutdown, on patching
average

29% weak credentials and social engineering

.5m average cost of initial response Increasing regulation: EU, UK and USA



For Energy companies the shift to Al is inevitable... but there

risks

74%
O of energy and utility

companies have implemented or are
exploring Al in operations?!

94%
O CIOs in the sector plan to

increase Al investments in 2025, with an
average budget increase of 38.3%.2

3 5 % increase in forecasting

accuracy on renewable energy using Al
models3

Al Use Case

Cyber Risk

Risk Scenarios

Real Time Grid Monitoring

Automated Asset
Inspection

Personalised customer
engagement

Outages Response
Assistance

Self-care enterprise ChatGPT]|

Page 5 Source_:1) IBM, 2) Gartner 3) World Metrics; News articles, EY Insights analysis

Data and Model
Poisoning

Misleading Asset
Prediction

Sensitive
Information
Disclosure

Incident
Response
Explainability

Improper
Output Handling

Malicious actors poison training data or fine tuning sets with corrupted or biased
inputs, causing the Al to produce inaccurate, harmful outputs or trigger hidden
backdoors, that degrade overall model reliability and security.

Energy utilities may use Al to improve asset performance and maintenance by
enhancing asset attribute data, geographical information and asset performance data.
Compromised models could mislead the prediction of equipment end of life, usage,
environmental factors and asset conditions.

Energy utilities may use Al for Customer service requests or e-invoicing. LLM
applications inadvertently reveals confidential information such as personal data,
financial records, or login credentials to unauthorized users due to inadequate data
protection, weak encryption, or improper access controls, leading to data breaches
and compromised privacy.

Energy utilities need to explain decisions to customers, the public and emergency
services in case of an Incident. Field teams and management may hesitate to act on
Al recommendations if they do not understand the reasoning, delaying response
times. Regulators may require a clear audit trail of how emergency response
decisions were made.

Al is leveraged for internal chatbots to support their employees, streamline
operations and manage knowledge. When Al outputs are not properly validated or
sanitised, attackers can inject malicious commands or scripts that affect system
execution downstream, resulting in data loss, unauthorized access, or broader system
compromise.

-
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https://newsroom.ibm.com/2024-02-26-New-IBM-Study-Data-Reveals-74-of-Energy-Utility-Companies-Surveyed-Embracing-AI
https://www.gartner.com/en/newsroom/press-releases/2025-01-15-gartner-predicts-ai-adoption-in-40-percent-of-power-and-utilities-control-rooms-by-2027
https://worldmetrics.org/ai-in-the-power-industry-statistics/
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When you invent the ship,
you also invent the
shipwreck ...

Paul Virilio
French philosopher 1932 — 2018



From risk to
opportunity: Strategic
Response

The better the question. The better the answer. The better the world works.

e
) §

Shape the future
with confidence



Al + Cyber: Securing the Energy organisation of the Future

= As Al adoption accelerates, and new cyber threats are introduced faster than traditional security models can adapt to, Al must also be used to
counteract increasingly automated, intelligent attacks.

= Al and cyber weren’t designed to protect each other, but now they must.

= Enterprises that fail to unify these domains are not just inefficient but they’re vulnerable.

The Al — Cyber interlock

26% f lead - d
69% of organisations plan to ofleaders say Al-powere

Al for Cyber Energy Cyber for Al cyber threats are already having a
implement GenAl for cyber within a Reimagine cyber company of significant impact on their
year, reflecting urgency in adopting Al ops the future Secure Al systems organisation, while 49% believe they
to stay ahead of evolving threats will likely have a significant impact over
the next two years.
= Automate investigation and -
response in SOC * Anticipate attacker use of Secure data, models and pipelines
) GenAl/agentic Al
= Reduce false positives and MTTR = Define Al security standards
] = Harden against prompt
= Integrate GenAl into threat injection, data leakage and » Red-team/pen-test Al
detection and exposure
B ent P autonomous abuse - Operationalise Al security governance
Build proactive defence

Al cannot scale safely without cybersecurity, and cybersecurity cannot evolve without Al. EY




Al for
Cyber

Reimagine cyber
ops

Organisations are prioritising Al-driven automation to optimise their cybersecurity investments and operations.

As threats evolve rapidly, cybersecurity teams
are embedding Al to scale detection, automate
response, and improve accuracy across IT and
OT environments.

= Al in Cybersecurity market to reach USD 60.6B
by 2028, indicating strong enterprise
investment and confidence in Al as a core
cyber capability

= 69% of organisations plan to implement
GenAl for cyber within a year, reflecting
urgency in adopting Al to stay ahead of
evolving threats

= 47% are already using GenAl/Al to detect and
mitigate risks, demonstrating that Al is no
longer experimental—it’s operational

= Efficiency gains of 15-40% in cyber
operations, leading to direct cost savings and
improved scalability

Qe e,

Threat detection and prevention

Al models identify anomalies and
attack signatures with >90%
accuracy

> How Al enables cybersecurity

w/

Al for cyber: How Al is powering the future of
Cybersecurity defence

Security Architecture patterns

Al to support security architect
efficiency. Automate generation of
recommended patterns.

Behavioral analytics

Al learns user and system behavior
to flag deviations and insider
threats

Vulnerability management

Al scans and prioritizes
vulnerabilities across hybrid
environments

O
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Fraud detection

Al detects patterns in financial and
transactional data to prevent fraud

O
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Security analytics

Al aggregates and analyses logs to
surface hidden threats.

Leading companies like NVIDIA Corp, Darktrace, Cisco Systems, LogRhythm, McAfee etc are ramping up their Al-driven
defences, investing in both organic and inorganic strategies.

EY


https://www.ey.com/en_gl/insights/consulting/is-your-greatest-risk-the-complexity-of-your-cyber-strategy

Cyber for
Al

Secure Al
systems

Cyber for Al: Why Cybersecurity must be
embedded from the start

With energy companies implementing Al, the cybersecurity function has a near-term opportunity to become a trusted partner.

o How cybersecurity adds value to Al
Secure development environments Al risk governance Data privacy and protection
Protects data science and model Defines acceptable use, mitigates Prevents unauthorised access and
training pipelines from breaches bias, and ensures ethical Al re-identification of anonymised
deployment data
) I
N h
Model integrity and red team Compliance and regulation
fine Aligns Al systems with GDPR, NIS2,
Validates Al outputs and prevents and emerging Al laws
adversarial manipulation

Cybersecurity must evolve to include model integrity, secure training pipelines, and Al-specific threat modelling while keeping in mind risks such as data exposure,
governance gaps and workforce readiness.




Cyber for Al: Unlocking opportunities if you get it right....

Cybersecurity
Opportunities

Accelerates convergence of Al and
cyber, leading to more resilient,
self-defending systems.

Promotes responsible Al
design and legal-
compliant data sourcing
practices.

Spurs investment in
explainable Al (XAl) and
transparent model auditing.

Encourages development
of ethical Al governance
and inclusive data
strategies.

Creates demand for
privacy-preserving Al and
unified compliance
frameworks.

Drives the need for human-
in-the-loop oversight and
robust validation

frameworks.

Opens up innovation in Al
architecture, cloud
migration, and platform
modernization.

Q
Cybersecurity Risks

EY



EY | Building a better working world

EY is building a better working world by creating new
value for clients, people, society and the planet, while
building trust in capital markets.

Enabled by data, Al and advanced technology, EY teams
help clients shape the future with confidence and develop
answers for the most pressing issues of today and
tomorrow.

EY teams work across a full spectrum of services in
assurance, consulting, tax, strategy and transactions.
Fueled by sector insights, a globally connected,
multidisciplinary network and diverse ecosystem
partners, EY teams can provide services in more than 150
countries and territories.

All'in to shape the future with confidence.

EY refers to the global organization, and may refer to one or more, of the
member firms of Ernst & Young Global Limited, each of which is a separate legal
entity. Ernst & Young Global Limited, a UK company limited by guarantee, does
not provide services to clients. Information about how EY collects and uses
personal data and a description of the rights individuals have under data
protection legislation are available via ey.com/privacy. EY member firms do not
practice law where prohibited by local laws. For more information about our
organization, please visit ey.com.

© 2025 EYGM Limited.
All Rights Reserved.

EYG/OC/FEA no.

UKC-041775 (UK) 11/25. Creative UK.
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This material has been prepared for general informational purposes only and is not intended to be relied

upon as accounting, tax, legal or other professional advice. Please refer to your advisors for specific
advice.
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